Featured Application: Since the link changes rapidly in Vehicular Ad hoc Networks (VANETs), the security verification of the unicast communication between unfamiliar vehicles needs to shorten or even cancel the session establishment process for key negotiation, and reduce the bandwidth consumption. The method proposed in this work can improve the safety performance and transmission efficiency of VANETs, and will play an important role in the future intelligent transportation system. The existing cloud security mechanism can ensure the feasibility of this method.
Introduction
Vehicular Ad hoc Networks (VANETs) are special wireless networks which are designed to meet the needs of vehicular communications. Since applications of different regions have different characteristics, VANETs should be designed according to the characteristics of the vehicle to let the ad hoc network achieve the best performance in vehicle communications. Vehicles have a strong mobility characteristic compared with traditional self-organizing networks, usual encryption and authentication methods are not suitable for VANETs.
Because VANETs support safety services [1] [2] [3] [4] [5] which plays an important role in Intelligent Transport System (ITS), a high level of security is needed to ensure secure vehicular communications.
Related Work
VANET plays an important role in futrue Intelligent Transport System ITS, secure trade-off between vehicles is very important as VANET supports safety-related applications. Because topology of the VANET changes rapidly, it is challenging to ensure real-time and security data transmission. A lot of techniques have been proposed to ensure secure privacy-preserving vehicular communications.
Sun et al. [13] proposed an efficient pseudonymous authentication scheme with strong privacy preservation (PASS) for VANETs. A novel scheme based on one-way hash chain is designed to generate the pseudoidentities of the pseudonymous certificates belonging to the same owner, and an efficient certificate-updating scheme is also proposed. Hao et al. [14] proposed a distributed key management framework based on group signature to provision privacy in vehicular ad hoc networks (VANETs). An efficient cooperative message authentication protocol is developed to reduce the computation and communication overhead.
Zhang et al. [15] proposed a decentralized authentication protocol which use the RSUs to establish a communication group and nodes belong to the group request secret member keys from the RSUs. Huang et al. [16] proposed pseudonymous authentication-based conditional privacy (PACP) scheme, RSUs are also used to generate pseudonyms for anonymous communication. PACP allows vehicles to generate provably anonymous and computationally efficient pseudonyms to ensure conditional privacy. Pandi et al. [17] proposed a secure dual authentication technique with the capability of preventing malicious vehicles entering into the VANET system. A dual group key management scheme is also proposed to efficiently distribute a group key to a group of users and to update such group keys during the users' join and leave operations.
Wasef et al. [18] proposed an Expedite Message Authentication Protocol (EMAP), which replaces the time consuming CRL checking process by an efficient revocation checking process. EMAP also uses a novel probabilistic key distribution, which enables non-revoked OBUs to securely share and update a secret key.
Lin et al. [19] proposed a cooperative authentication scheme that does not involve inter-vehicle interaction, an evidence-token mechanism is added to resist the free-riding attacks that do not use fake authentication efforts.
Wang et al. [20] proposed a lightweight and efficient strong privacy preserving (LESPP) authentication scheme by mainly using message authentication code (MAC) and symmetric encryption. The proposed scheme can reduce both computation and communication overhead. Sign messages which were used to sign in identity-based signatures can be omitted, this can further reduces communication overhead and avoids certificate management.
He et al. [21] proposed a new ID-based CPPA scheme for VANETs without using bilinear pairing, which provides the function of batch verification of multiple messages. The proposed scheme does not use bilinear paring but still supports both the mutual authentication and the privacy protection simultaneously. Li et al. [22] proposed a novel framework with preservation and repudiation (ACPN) for VANETs, in which a public-key cryptography (PKC) to the pseudonym generation is introduced, which ensures legitimate third parties to achieve the non-repudiation of vehicles by obtaining vehicles' real IDs. The existing ID-based signature (IBS) scheme and the ID-based online/offline signature (IBOOS) scheme are used, for the authentication between the road side units (RSUs) and vehicles, and the authentication among vehicles.
These schemes lowered time costs in computational delay of the V2X authentication, and higher efficiency can be achieved. However, there are still many drawbacks to be improved (the complexity of the key negotiation, the costs of security certificate management, the long delays in negotiations, etc.), and the unique features of Vehicle Networking have not been effectively used. Our proposed NFEM uses vehicle state attribute value as packets encryption keys. The security cloud is used to store the vehicular state values. As a new generation of infrastructure-based wireless technologies, we use Long Term Evolution (LTE) to transfer request packets and response keys packets between mobile vehicles and clouds in our NFEM architecture. There are already some standars and application, indicating that LTE is suitable for vehicular communicaition or vehicle-to-cloud communication.
Thanks to its simplified flat all-IP architecture, LTE can provide a round-trip time theoretically lower than 10 ms, and transfer latency in the radio access up to 100 ms. LTE is very beneficial for delay-sensitive vehicular applications, and there is already a standard that is considered as the preliminary version of 4G mobile communications [23] . The scenarios are suitable for operating LTE-based V2X services and address the main challenges of high mobility and densely populated vehicle environments in designing technical solutions to fulfill the requirements of V2X services. By leveraging the spectral-efficient air interface, the cost-effective network deployment, and the versatile nature of supporting different communication types, LTE systems along with proper enhancements can be the key enabler of V2X services [24] . The long-term evolution-vehicle (LTE-V) standard for sidelink or V2V communications based on the PC5 interface includes two radio interfaces. The cellular interface (named Uu) supports vehicle-to-infrastructure communications, while the PC5 interface supports V2V communications based on direct LTE sidelink [25] . The European AutoMat project defines an open Common Vehicle Information Model (CVIM) in combination with a crossindustry, cloud-based big data marketplace. A simulative analysis of car-to-cloud data traffic is presented by setting up a car-to-cloud communication model, leveraging LTE uplink channels, which is founded on a measurement-based empirical channel model. CVIM Data Packages are sent to the cloud leveraging LTE sidelink. The results quantify the available data rate for car-to-cloud communication and a vehicle traffic state aware data aggregation is proposed [26] .
The main contributions of the literature can be summarized as follows.
1. A Negotiation-free encryption way is proposed, which is customized for VANETs. 2. The vehicle state attribute value is used as a packet encryption key to replace the traditional IPSec key negotiation and management stage which is unique and difficult to forge. 3. The secure cloud mechanism and the unchangeable timestamps are used to ensure the data security and privacy.
The proposed scheme can considerably reduce the negotiation and validation overhead. The scheme performs well even under the condition of a high density of vehicles and a high frequency of beacon conditions.
Modeling
In the unicast transmission process, IKE is used to exchange and manage the encryption key, which solves the problem of safely establishing or updating the shared key in an insecure network environment such as the Internet. With the development of VANET, we found that the key negotiation takes up a lot of time in the transmission process. Compared to the traditional unicast transmission method, the NFEM improves this problem. This section mainly builds the overall system model of the NFEM and enumerates the possible attack model.
System Model
From Figure 1 , we can see that the model in this paper consists of three entities: Certification Authority (CA), Vehicular Cloud (VC), and On-board Unit (OBU).
1. CA: The CA provides a certificate for each user who has a public key. It is used to identify the true identity of the electronic certificate holder. Additionally, it will prove that the user has a legitimate identity to use the public key. In the data transmission process, CA ensures the authenticity of the vehicle and the cloud, and it also prevents illegal vehicles changing data in this process. 2. VC: The VC is a vehicle cloud agency. Real-time information of each legal vehicle is stored in the Vehicular Cloud, and it will provide a timely response when vehicles make a request for status information. In addition, the VC must hash status information in order to avoid the loss of privacy when a status inquiry is requested. The obtained hash value represents the state of the vehicle at time t. 3. OBU: Each vehicle has an on-board unit (OBU). The OBU is comprised of a hardware security module that is responsible for encrypting the data, storing the status information, positioning and other operations. 
Threat Model
With the development of the existing vehicle ad hoc network, the wireless network transmission process with regard to security also encounters increasingly more security problems and challenges. The notable characteristic of VANET is related to the driver's life. With these threats and attacks in the VANET, how to avoid data eavesdropping, tampering and other operations becomes a great challenge. The transmission method will face attacks, which are summarized in the following types.
1. Message stealing: In the message transmission process, an attacker can steal others' messages by monitoring. Once the message has high confidentiality, it will cause great losses for senders and receivers. 2. Privacy attacks: According to the stolen sensitive information, attackers can analyze drivers, such as driving habits, and this can cause security risks for the drivers. 3. Fake news attack: This passes fake messages to other vehicles in order to achieve illegal purposes. 4. Fake identity attack: This forges fake identities to conceal their real ones to pass messages. 5. Non-repudiation attack: In the vehicle transmission process, if someone maliciously sends some false information to others when tracing the sources for the sender, it has non-repudiation. 6. Replay Attack: A message is resent to the vehicle cloud in order to achieve the role of deception. 7. Dos attack: It sends a large amount of data to plug the communication channel in order to cause a channel jam or prevent vehicles from accessing the network service.
Negotiation-Free Encryption Method
In this section, we describe how the NFEM can be implemented. The whole process includes three stages: key generation, data encryption transmission and decryption authentication. The key negotiation is no longer needed, and we use the permission, which is used to acquire the state of the vehicle to control the encryption and decryption. In the communication process, the communicated vehicles interact with vehicle cloud by LTE channel only once respectively, saving a lot of repeated interaction steps. LTE is very beneficial for delay-sensitive vehicular applications, which can provide a round-trip time theoretically lower than 10 ms, and transfer latency in the radio access up to 100 ms. In VANET, the vehicle communications are confidential. Before passing the message, we must generate the encryption key to guarantee the security of the message. Therefore, the receiver is able to decrypt the encrypted data efficiently. Here, we use the receiver's state value (Attr r i ) as the encryption key. To prevent a vehicle privacy leak, the vehicle cloud (VC) will hash the value before transmitting the state value and then sends the hash state value (Hash Attr ) back to the requesting vehicle. The key generation process is shown in Figure 2 . 1. V s sends the request of Receiver's V r status value to the VC. We use public key of VC to encrypt Message req . The format of the request message is as follows:
Prepare Conditions
2. The VC first decrypts the Ciphertext (V s −to−VC) with its own Secret Key.
Then it find V r 's real-time state (Attr r 1 , Attr r 2 , Attr r 3 , ...) and hashes them. This hash value is the key which used to encrypt message when V s transmits the data to V r . key = Hash(Attr r 1 , Attr r 2 , Attr r 3 , ...)
3. The Cloud uses V s 's public key to encrypt the key. The encrypted data and the real time as time-stamp (TS) will be sent to V s . The format of the return message is as follows:
4. V s will use its own private key to decrypt the encrypted data and get the real key for encryption.
Data Encryption Transmission
After getting the key, the system uses the key and timestamp to encrypt the data to ensure the transmission security. The format of the message is shown in Figure 3 . V s uses a key to encrypt the Data and gets the ciphertext. Then V s transmits the ciphertext and the time-stamp to V r .
Decryption Authentication
V r receives the ciphertext and the timestamp. Now it is time to decrypt the ciphertext. However, the current time is later than the timestamp. Therefore, the decryption key is its own history of the state. For the state value of the history, only the vehicle itself can submit a request to the cloud, but others cannot. The decryption authentication steps are shown in Figure 4 . 1. V r sends the request for its status value to the VC and the time of the request state is the same time of timestamp time (TS).
2. The VC first decrypts the Ciphertext (V r −to−VC) with its own Secret Key.
Then it finds V r 's historical states (Attr r 1 , Attr r 2 , Attr r 3 , ...) and hashes them. The hash value has a key that is used to decrypt the received ciphertext. key = Hash(Attr r 1 , Attr r 2 , Attr r 3 , ...)
3. The cloud uses V r 's public key to encrypt the key and the timestamp (TS) and then sends it back to V r .
4. V r uses its private key to decrypt the ciphertext to get the real key.
5. V r uses the key to decrypt the ciphertext (M) and receives the message.
Feasibility and Safety Analysis
We have introduced the general model of the NFEM.
In this section, we analyze the safety and feasibility of our proposed method, and the results show that the NFEM is suitable for vehicular networking applications.
Feasibility of No Key Negotiation
Message transmission security can be ensured even without the key agreement process by using the NFEM. Messages can be decrypted by recipients by using the state value of the vehicle as the key. If one vehicle wants to encrypt a message using the other vehicle's state value, they must first obtain the hashed state values of that car from the trusted cloud. One vehicle can get its own historical state value from the trusted cloud and choose one as the decryption key according to the timestamp of the received message. Therefore, before communications, two vehicles can also use a key to encrypt and decrypt without the key negotiation.
Security Analysis
Lemma 1. The Cloud stores a large amount of vehicles' state information, and it is characterized by accuracy, timeliness, confidentiality, integrity, etc.
Proof of Lemma 1. The Negotiation-free encryption algorithm depends on the state information of the vehicle. Therefore, there is a high requirement for the accuracy, timeliness, confidentiality and integrity of the state information. Thanks to the rapid development of V2X and sensor technology, the state of the vehicle can be accurately measured and stored in the cloud, which ensures the accuracy of the data. When the vehicle-end requests the data in the cloud, it will follow a mechanism through which vehicles can check their own history state and can also request the real-time state of other vehicles. However, one cannot query the historical state of other vehicles. Thus, one can use different permissions of the vehicle state to ensure the confidentiality of the information transmission. In the Negotiation-free encryption algorithm, the establishment process of the session key can be shortened or even canceled. To a large extent, this ensures the timeliness of message transmission. These states can be viewed as collections of infinite attributes, such as the density of the vehicle around vehicles, the signal strength, etc. Therefore, the vehicle can be viewed as a mobile object in which its state can be measured, and the entropy of the state value is very large. The integrity of information transmission can be ensured by using signatures to identify the source of the public key to prevent attacks from middlemen.
Lemma 2.
For the passive attacker, there is no security problem.
Proof of Lemma 2.
No matter whether the cloud uses its own private key or a shared public key to decrypt the message sent by the vehicle that uses the public key to encrypt the query request, it fully complies with the existing public key encryption protocol. For passive attackers, there will be no security issues at all.
Lemma 3.
For the active Man-in-the-Middle Attack, it is very difficult to decrypt the ciphertext in vehicle-to-vehicle communications when an attacker intercepts the message.
Proof of Lemma 3. This encryption algorithm proposed by us naturally prevents the active
Man-in-the-Middle Attack. When vehicle A send a message to vehicle B, the timestamp and vehicle B's real-time state value are used to encrypt the message. If an attacker intercepts the message and modifies the timestamp, the ciphertext information will not be decrypted, since the correct state value cannot be obtained.
Lemma 4.
Even if the attacker intercepts the ciphertext and obtains the timestamp, he is still unable to decrypt the ciphertext.
Proof of Lemma 4.
The ciphertext between vehicles is encrypted based on the historical state of the receiver. At this time, for any users, only the receiver can query the value of its own history state from the cloud. This means that others cannot obtain the prerequisites to decrypt the ciphertext, and thus the problem is solved.
Lemma 5.
The attacker uses the exhaustive method to attack the ciphertext through brute force, but the algorithm is still in a safe state.
Proof of Lemma 5.
If attackers use brute force to decrypt the ciphertext, they have to traverse all the possible status values until they find the right one. However, the Negotiation-free encryption has a great feature in that the entropy value of the key space is very large. These states can be considered as a collection of infinite properties around the vehicle, such as the vehicle density, signal strength, etc. The state can be measured while the entropy value of the state is large. That is, the value range is large and cannot be completed at all for a limited time.
Performance Evaluation
This section is divided into two parts. We analyze the Negotiation-free encryption algorithm and traditional IPSec first and then realize the simulation experiment using the network simulation tool GNS3.
We summarize the characteristics of several encryption algorithms of NFEM and IPSec, to indicate the superiority of NFEM. The comparisons are shown in Table 2 . In the experiment, we compare the two respective methods using the security encryption delay and the transmission overhead. Then, we analyze the NFEM separately using the ns-3 (version 3. 26) simulator. We analyze the performance of the Negotiation-free encryption algorithm according to the vehicle density, vehicle speed and beacon transmission frequency. The main parameters are shown in Table 3 . 
Comparison and Analysis of Two Methods
Our experimental environment is the following: 64-bit 3.6 GHz Core i7 processor with 4G memory. The experimental simulation environment includes a GNS3. We select the AES256 encryption method for the comparisons.
According to the transmission mechanism, this paper defines the average delay of the message as follows:
N is the number of messages, T KeyGen is the time which is spent to generate the encryption key and T KeyAuth is the time that is spent to generate the decryption key.
T req is the time that the sender requests the state of the receiver. T hash is the time that the cloud spends on hashing the state value, and T res is the time that the cloud spends on sending the hash value of the receiver to the sender. T KeyAuth = T req + T res (15) T req is the time that receiver requests its state value from the cloud. T res is the time that the cloud spends on sending the hash value of the receiver's state value to the receiver.
For the Negotiation-free encryption algorithm, the average delay of the transmission is 150 ms. The major consumption steps are the key initialization and the authentication process, which are respectively 61 ms and 62 ms.
In the Negotiation-free encryption algorithm process, there are some other costs. For example, the average cost of the hash of the vehicle state using SHA256 is 0.016 ms. It encrypts the plaintext using AES and the 256-Bit hash value as the encryption key. The average overhead is 3 ms. Because they occupy a small portion of the total time, which can be negligible, this paper will only take two parameters (T KeyGen and T KeyAuth ) as the main overhead, and the rest can be ignored.
After many IPSec simulation experiments, the average delay is 310 ms. The main time-consuming processes are the D-H method calculation, the certification of digital signatures and the consultation process. The delay of these three parts is 35 ms, 80 ms and 170 ms, respectively. In the IKE encryption process, the consumption of other parts is among 0 to 1.5 ms, such as the encryption, decryption, hashing generation and authentication, and the digital signature authentication. All these can be neglected since they occupy only a small portion of these costs. According to the NFEM, the average time of key generation is 61 ms and the average time of decryption and authentication is 62 ms. Added together with the encryption and transmission delay, the total delay is 150 ms. Compared with the average delay of 310 ms of IPSec, our method saves half of the time. Therefore, on the aspect of the average delay, the NFEM is better than IPSec.
According to the different encryption methods, Table 4 compares the average delay. We can summarize that the efficiency of the Negotiation-free encryption transmission is twice that of the negotiation mechanism of the traditional IPSec.
We define the formula of average transmission bandwidth as
N is the number of messages, DataLength is the data length in transmission, and Delay is the average delay.
Then, we compared the performance of our proposed Negotiation-free encryption method and IPSec, the result is shown in Table 5 . We send a 20-byte payload with 411 bytes of data using IPSec. The average delay is 310 ms and the average bandwidth is 1.3 bytes/s. Using the NFEM, we also send a 20-byte payload with 127 bytes of data and the average delay is 150 ms. Therefore, the average bandwidth is 0.84 bytes/s. Obviously, the NFEMs greatly reduce the bandwidth overhead. 
Performance Evaluation of NFEM
Here, we evaluate the performance of our proposed NFEM. In this paper, the key negotiation process is canceled by using the vehicle attribute as a message encryption key stored in the cloud to replace the key negotiation process. Therefore, throughout the transmission, we can divide the whole process into two parts. One is the transmission process between the vehicle and the cloud, and the other is the transmission process between vehicles. Then, we focus on these two parts to analyze the performance of the whole transmission process.
Simulation Environment
The road network represents the urban scenario of a 5 × 5 grid with 25 blocks, as illustrated in Figure 6 shows the performance of the Negotiation-free encryption algorithms in terms of delay with different beacon transmission frequencies and vehicle densities. In this figure, the average speed is 60 km/h. As we can see, when the vehicle density is less than 75 or the beacon transmission frequency is less than 8 Hz, the transmission delay is relatively small. With the increase of beacon transmission frequency and vehicle density, the delay increased. Figure 7 shows the performance of the Negotiation-free encryption algorithms in terms of delay with different beacon transmission frequencies and vehicle densities. In this figure, the beacon transmission frequency is 8 Hz. Generally, with the increase of the average speed and vehicle density, the delay rises. Sparser topologies satisfy the delay requirements. When the vehicle density is less than 75, the delay is basically below 200 ms. Using the Negotiation-free encryption algorithm, the percentage of delays in the entire transmission process by the WAVE and LTE technology is calculated according to the different beacon transmission frequencies. To see the entire transmission process and the delay proportion of different technologies, we set the simulated numbers of vehicles between 25 and 100, respectively. In Figure 8 , the vehicle density is 25, and in Figure 9 , the vehicle density is 100. From Figures 8 and 9 , one can clearly see that the beacon transmission frequency has little effect on the delay of the LTE compared with WAVE in the transmission process of the Negotiation-free encryption algorithm. With the increase of the beacon transmission frequency, the delay between vehicles increases rapidly. Therefore, in the whole transmission process, the increase of the delay proportion of the Negotiation-free encryption algorithm is obvious.
Experiments show that our Negotiation-free encryption algorithm transmission method can adapt well to the actual needs and performs well under the condition of a high density of vehicles and a high frequency of beacon conditions.
Conclusions
This paper proposes the negotiation-free encryption method based on VANETs. In NFEM, the existing vehicle status information stored on the cloud can be used to generate the encryption key for each vehicle communication session, and the vehicle cloud is regarded as a key distribution center, with no need to build a new key distribution server. Moreover, the performance of cloud is also far superior to that of traditional centralized key distribution servers.
From the process point of view, the traditional KDC generates the encryption key for the communication session, and encrypt and send it to the requestor. Then the requestor transfers the key to the respondent. When the respondent receives the encryption key, it also needs to send a reply to the requestor to verify that the received communication request is true. During this period, there are several interaction steps between the two sides of communication, and there exists a risk of being attacked by a third party. In the NFEM method, the cloud server generates the encryption key by hashing the vehicle status information of the respondent at a certain time, and returns the key to the both communicating parties separately. Based on the timestamp, the respondent obtains the encryption key directly from the vehicle cloud, decrypts the ciphertext, which avoids the extra interaction steps of KDC and the third party attack risk.
Compared with the traditional encryption methods of self-organizing network, NFEM mainly has the following characteristics. (1) In the transmission encryption process, it can reduce the key agreement, delay of encryption and overhead of key management. (2) The state value of vehicle attribute is used as a key, rather than by calculation and consultation with some of the key independent attributes of the vehicle itself, which greatly reduces the key generation time and meets the application requirements of VANETs. (3) In contrast with the traditional consultative mechanisms, NFEM reduces bandwidth consumption. In complex distributed vehicles network environments, as the vehicle density increases, the minimized bandwidth usage will be more favourable to network transmission. (4) In terms of security, the invariability of vehicle cloud and timestamp can ensure the security and privacy of data communication and control transmission for VANETs. Hence, our next work will be focused on transportation security. 
